The Department of State, Bureau of Political Military Affairs, Office of Defense Trade Controls Compliance, Enforcement Division (DTCC/END), is conducting a review of International Traffic in Arms Regulations (ITAR) activities involving UNIVERSITY NAME REDACTED.  Specifically, DTCC has several concerns regarding UNIVERSITY NAME REDACTED’s violations of the ITAR relating to the unauthorized export of GPS receivers to several foreign countries and the unauthorized export of technical data to foreign persons as required by §123.1 and/or §124.1(a) of the ITAR.


In order to proceed with our review of this matter, UNIVERSITY NAME REDACTED is directed to perform/submit the following:

1.  Hiring procedures for placing foreign persons on defense projects.

2. A description of the controls in place to prevent unauthorized access to defense hardware and ITAR-controlled technical data, including classified materials

3. Any DDTC licenses obtained regarding the MANUFACTURER NAME REDACTED 12 GPS receivers.

4. Evidence of ITAR training.  Submit the content of training sessions and related attendance sheets identifying the participants and respective job titles.  UNIVERSITY NAME REDACTED should provide ITAR training to all employees who are involved in ITAR activities.

5. Provide a description of UNIVERSITY NAME REDACTED’s formal export control training, including training materials, date of implementation, and names and positions of those attending the training.

6. Provide a detailed description of UNIVERSITY NAME REDACTED’s procedures to insure that no exports are made without license or license exemption, including the date of implementation.

7. Provide a detailed description of UNIVERSITY NAME REDACTED’s formal export approval process, including the date of implementation.
8. Name of the Export Controls Officer for UNIVERSITY NAME REDACTED.  Please provide their credentials and qualifications to perform this function.  Pursuant to §120.25 of the ITAR, an “empowered official” is a U.S. person who has authority for policy or management within an organization; is legally empowered in writing to sign license applications or other requests for approval on behalf of the applicant organization; understands the provision and requirements of the various export control statutes and regulations, and the criminal liability, civil liability, and administrative penalties for violating the ITAR and AECA; and has independent authority to enquire into any aspect of a proposed export or temporary import, verify the legality of the transaction and the accuracy of the information submitted, and refuse to sign any license application without prejudice or other adverse recourse.

9. A copy of UNIVERSITY NAME REDACTED’s ITAR compliance manual.

Please respond in writing within twenty (20) days of the receipt of this letter to Ms. Vikki L. Barno, Compliance Specialist, Enforcement Division, at the address below:




Office of Defense Trade Controls Compliance




PM/DDTC, SA-1, Room H1304




2401 E Street, NW




Washington, DC 20522




Phone: 202-663-2919




Fax: 202-261-8198

DTCC again reminds the UNIVERSITY NAME REDACTED  to receive authorization from the Department of State prior to exporting ITAR-controlled articles or defense services.  Please note our reference number in any future correspondence.

